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Executive Summary

Personalised prevention, a transformative healthcare approach, tailors interventions based
on an individual's unique genetic, lifestyle, and environmental factors. Influenced by genomic
advancements and technology, it aims to mitigate the risk of diseases. This report addresses
gaps and bottlenecks in data management and infrastructure, as well as a few best practices,
influencing cross-border health and genomic data sharing in European health systems.

Semi-structured interviews with stakeholders and a thematic analysis were employed. Ethical
considerations included strong informed consent procedures, pseudonymisation, and a focus
on multi-stakeholder engagement. Stakeholders were selected based on relevance, coverage
of key categories, and representation across nations.

Challenges in data management include the lack of standardisation, discoverability issues,
variable accessibility, and data reproducibility. Infrastructure challenges include data storage,
processing, security, and tools for sustainability. Implementation challenges involve
integrating technical infrastructure into clinical settings, workforce issues, regulatory
frameworks, and funding stream division. Ethical, legal, and societal considerations highlight
GDPR interpretation variability, legislative mandates, and the need for nuanced ethical
frameworks. The broader ecosystem theme emphasises cultural shifts, conservative
attitudes, and challenges in promoting data-driven solutions.

The report underscores the complexity of implementing personalised prevention, offering
critical insights and recommendations. Addressing these challenges requires a collaborative,
multidimensional approach, emphasising standardisation, infrastructure sustainability,
regulatory alignment, and ethical considerations. The findings contribute significantly to
shaping future initiatives in the evolving landscape of personalised prevention in European
healthcare systems.

Keywords

Personalised Prevention (PP), Personalised Medicine (PM), Electronic Health Records (EHRs),
genomic data, health data, clinical setting, health system, challenges, barriers, data sharing,
data management, infrastructure.
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Introduction

Background and Aims

Personalised prevention has emerged as a transformative approach in healthcare, aiming to
tailor interventions based on an individual's unique genetic, lifestyle, and environmental
factors to enhance the effectiveness of preventive measures (1). This paradigm shift has
been influenced by the increasing availability of genomic and health data, advancements in
technology, and a deeper understanding of the interplay between genetics and lifestyle in
disease susceptibility (2). The integration of personalised prevention strategies holds promise
in mitigating the risk of various diseases, especially common complex diseases such as
cardiovascular disorders, cancer, and metabolic disorders. Research efforts in this domain
include studies on genomic profiling, polygenic risk scores (PRS), lifestyle modification
interventions, and the development of predictive models that leverage artificial intelligence
and machine learning. Notable contributions on precision medicine emphasise the need for
individualised approaches to healthcare (3).

Personalised prevention for the purpose of this report will be defined according the
definition developed in 2022, during the kickoff meeting of the "a PeRsOnalized Prevention
roadmap for the future HEalThcare" (PROPHET) project: "Personalised prevention aims to
prevent onset, progression, and recurrence of diseases through the adoption of targeted
interventions that consider the biological information (e.g., genetic and other biomarkers,
demographics, health conditions), environmental and behavioural characteristics,
socio-economic and cultural context of individuals. This should be timely, effective and
equitable in order to maintain the best possible balance in lifetime health trajectory."

The advent of high-throughput technologies, such as genomic sequencing and wearable
devices, has facilitated the generation of vast datasets encompassing genomic, clinical, and
lifestyle data. Leveraging this wealth of data allows for the identification of unique risk
profiles and the development of targeted interventions. Additionally, data-driven approaches
in personalised prevention benefit from the insights derived from machine learning and
artificial intelligence, as demonstrated by studies that showcase the potential of predictive
models in stratifying individuals based on their susceptibility to specific health conditions (4
& 5).

As healthcare systems evolve, there is a growing need to embrace these data-driven
approaches to facilitate the implementation of personalised prevention methods across
European health systems. However, notable gaps and bottlenecks in data management and
infrastructure hinder this goal. This report aims to highlight the main gaps and bottlenecks,
and current best practices, that arise in the management of data and infrastructure to enable
cross border health and genomic data sharing across European health systems.
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Methods

Semi-Structured Interviews

Informal semi-structured interviews with stakeholders relevant to the task and project in
order to scope the policies, practices and tools across infrastructures that constitute the
genomic and health/clinical data landscape across Europe. The gaps and challenges faced
whilst developing national and federated infrastructures, have also been included in the
discussion and analysis of results. The questions and corresponding answers were mapped
onto a Miro board, an online whiteboard that you can use to visualise your ideas and work
on projects either individually or with a team. The Miro board (see Table 1 for results) was
used to help identify challenges and gaps, as well as to develop recommendations for good
practices. The intention was to develop useful recommendations to aid advancing the
technical and infrastructural capacity of each component that would enable cross border
health and genomic data sharing across European health systems.

Ethics

The purpose of the interviews with key individuals across Europe, who manage genomic and
healthcare data, was to gain insights into infrastructural and organisation requirements,
illustrated by use cases, to assess potential improvements in personalised prevention.
Personal data collected was limited to names and email addresses of the interviewees. The
participants were asked to consent to be recorded for transcription purposes. Anonymisation
was applied to the publication of results, since responses within the interview cannot be
linked to specific interviewees.

A formal ethics approval was not required as:

e A strong informed consent procedure, as per European Commission guidelines on
Ethics and Data Protection, should suffice;

e The collected personal data will be anonymized and cannot be linked to identifiable
individuals. No special categories of personal data will be subject to interview
questions;

e The project activities involve multi-stakeholder engagement rather than research or
study participants directly involved in personalised prevention. These individuals
provide technical or expert information related to the research impact, and they do
not strictly fall under the category of 'human participants' providing information
about themselves for the research.

An informed consent was signed by each participant, along with review of the interview
guestions (see Interview Guide template provided in appendix 1).

Additionally, each participant was asked to review and sign a Privacy Statement which is a
data protection requirement aimed at informing the data subjects about how we process
their personal data (see Interview Guide template provided in appendix 1).
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Stakeholder Selection
Participants were selected based on the following:
e Stakeholders from organisations as assigned by different project and task members.

e Coverage of pre-selected categories. The categories themselves were selected based
on the fact that the entities either manage, generate, or fund data collection relevant
to personalised prevention.

e Coverage across nations, including Europe and international countries participating in
ICPerMed such as Canada.

o Certain national initiatives were picked as their processes and
expertise/knowledge can be translated to aid other nations to establish
similar initiatives.

e Certain categories were not included:

o Projects (EC funded) such as Beyond 1 Million Genomes or HealthyCloud,
were not included due to the fact that these projects have a limited lifespan
and some do not manage data directly. However, alignment with their
outcomes was included in a separate part of this report (see Alignment with
other projects section).

o Universities and regional registries and programmes were not included.

Analysis

A thematic analysis of the semi-structured interview transcripts was conducted. A thematic
analysis is a type of qualitative research method that entails searching across a data set to
identify, analyse, and report repeated patterns (6). The goals of this thematic analysis were
to identify major themes, how they relate to each other, and to shed light on the aims set
out for this task. This was mapped out with the help of the Miro board (see appendix 2 for
template used).

Each interview was replayed to ensure accuracy of the transcripts. Each transcript was then
read several times to identify themes, key examples, a coding framework, and corresponding
examples. The themes were then categorised by levels, and broken down into sub-themes to
provide more context. A coding software, ATLAS.ti (version 5.22.1) was used to aid in creating
the framework and themes.

Workshop

An informal workshop was facilitated on January 23rd, 2024 to supplement the
semi-structured interviews. This workshop was an opportunity to get input from targeted
stakeholders, who were unable to participate in the semi-structured interviews, task and
project members, and wider stakeholders identified by the project partners.

It was a two hour workshop with an introduction to the task, results from the
semi-structured interviews, and learnings from other initiatives (see agenda in appendix 3).

N N N N N N N N N o N N o N N A A N N N TN N N N o NN N NN
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Alignment with other projects

It was important to ensure alignment with previous and concurrent projects and to learn
from their outcomes. Relevant outcomes from the following (pre-selected projects) were
reviewed as well as challenges and best practices pertaining to use of genomic and health
data for secondary use, specifically personalised prevention or more broadly personalised
medicine:

e Under the 1+Million Genomes (1+MG) Initiative are the two projects:
e Beyond 1 Million Genomes: 1+MG Framework; outcomes from WPs 2, 3, 4,
and 5.
e  Genomic Data Infrastructure - Pillar | and Il outcomes
e HealthyCloud, Health Research and Innovation Cloud: Strategic Research Agenda,
outcomes from WP4, 5, 6, and 7
e EU Standards for in silico models for personalised medicine (EU-STANDS 4PM):
outcomes from WPs 1 and 2.
e  Towards the European Health Data Space (TEHDAS): WPs 5, 6, 7, & 8
e HealthData@EU, European Health Data Space Pilot (2): WP9 use case management

Please see appendix 4 for a detailed list of outcomes reviewed.

Results

Outcomes from semi-structured interviews

Twenty-seven stakeholders in total from the four different categories of research
infrastructures (RI), European initiatives (El), international networks (IN), and select national
initiatives (NI) were identified and invited to participate in a semi-structured interview. Out
of twenty-seven, ten responded positively; however, due to scheduling constraints, only six
were able to participate. There were two representatives from the research infrastructure
category, one representative from a European initiative, one representative from the
international network category, and two representatives from the national initiatives
category.

Table 1 provides an overview of the challenges, barriers, and outlines a few best practices,
and potential opportunities pertaining to the management of data and infrastructure
required to implement personalised prevention in healthcare systems.

The identified themes were categorised in broad levels as follows:

e Data - refers to the various kinds of data, including genomic, health,
individual/behavioural, and socio-economic data.

o Healthcare - refers to the various elements including the people, resources, and
institutions that come together to provide health services to a society.

e ELSI - refers to the ethical, legal, and societal factors that impact the ability to share
data and implement personalised prevention in healthcare systems
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® Broader ecosystem - refers to the other elements within the healthcare and data
sharing ecosystem that influence the ability to enable the adoptions of data for
personalised prevention.

10
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Table 1. Overview of the challenges, barriers, best practices, and potential opportunities pertaining to the management of data and infrastructure
required to implement personalised prevention in healthcare systems.

CATEGORY THEME SUB-THEME REPRESENTATIVE QUOTES
Lack of data structure & e “If | think about the technical challenges, they're
standardisation often related to the standardisation of data and if
e Health data is collected and you think about all those data sets (...) about earlier
stored in unstructured formats than we could have a suite of different
e There are multiple standards, standardisations.” [RI 1]
often competing through ® “You have to work with the system vendors, and
different providers not all of them have the same thing. There's
e Standards need to be multiple standards. (...) there's a lot of friction
implemented to enable the there.” [NI 1]
“flow” of data

Data Management
Data

11
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Data Discoverability

Findability of appropriate data
sets is quite challenging for
researchers working with health
and genomic data

Have different tools to enable
discovery of data

Working on creating unified
health and genomic records to
make data more findable

Data discovery is vital for
validation

Each project or initiative has
their own policies and practices
to share data.

“{(...) so for working with the sensitive data (...) the
findability of these datasets across environments so
that you can actually find data that's useful for
you.” [RI 1]

“(...) you can't validate if you don't find data that
you could use to potentially validate and so | think
data discovery is really important for that validation
(...)” [RI2]

“And this is the idea that the diagnostic data, both
the genomic and the results of those diagnostics
are made available or are findable across the
system.” [Nl 1]

Data Accessibility

Accessibility of health data is
varied across and within nations
Data access is linked to consent
Uncertainty surrounding the
regulations for sharing health
data further promote
inaccessibility of data

Improved accessibility of data
will improve personalised
prevention research

“So there, we have kind of the problem about data
access and how it is different from state to state,
from country to country how they deal with data
and even down to individual hospitals who are very
keen on not sharing their data. So there, we have
one key bottleneck.” [IN 1]

“So people are often just uncertain if you can use a
particular data set for a particular use. Uncertainty
leads to reluctance and honestly even going down
the path of trying to share data even if they want
to, accessibility of data is confounded.” [RI 1]

12
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Data Reproducibility

high quality data sets

e |s dependent on availability of

e Gap in metadata description
representing each dataset, for
different types of health data

“the availability of high quality datasets for
regulatory purposes, validation and to promote
reproducibility.” [RI 1]

“there may be a gap in the metadata that are
describing these data because it's not necessarily
the metadata used to describe these types of data
for research purposes may not be exactly the
metadata needed. If we're going to reuse the data
for personalised prevention methods, it may be
very similar, but there may be different metadata
models that need to be developed.” [NI 2].

Data Sharing

practices

e \Various challenges to overcome
when sharing data such as
reidentification or reconsenting

e Need to ensure safety of
patients and their data

e Technical considerations

e Organisations use their own
individual data sharing best

“But then the research data potentially does not
need to be kind of rolled into a technical trial,
because maybe you have re-identification,
reconsenting issues (..). It's tough to be sharing one
of those things (...).” [NI 1]

“(...) we've got things like the IHI data sharing
playbook that we published and also the sensitive
data sharing tool box that comes from the last
project.” [RI 1]

“So creating joint datasets from different
organisations or different countries where you
bring together cohorts that's always been difficult
because of data protection and the limitations of
sharing (...)” [RI 2]

Infrastructure

Data Storage & Processing

e Current practices surrounding

“(...) provide storage platforms that will always
have to be part of the rules of engagement (...).” [NI

13
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data storage

3]

requires various tools

e Need for storage platform “(...) to have secure processing environments in
providers multiple countries and | think it's important to have
e There is a need for secure both of these scenarios described (...).” [RI 2]
processing environments across
member states
Security “So that is said to be thoughtful rather than just
e Security of the infrastructure accepting dogmas like, “Oh, well, you need to
used in data management is distribute this everywhere” (...) That's gonna have
vital big consequences down the line on security of the
e Current use cases building and systems ultimately.” [NI 1]
using the secure infrastructures “build several trustworthy Al based predictive
e Implementation of data relevant models using data from three clinical centres again
to personalised prevention without compromising the privacy and
would require secure access and implementing the best in class security and privacy
transfer protocols for the data management.” [RI 1]
e Need to build safe and secure Al
models to further personalise
prevention.
Tools “Edge performance computer storage systems,
e Currently used tools described: various bioinformatics and data science tools, those
o Management of sorts of things that have become quite
genomic data standard.(...) workflow managers, genome
Tools & .
- o Management of health browsers, variant browsers (...).” [NI 1]
Sustainability - “ . .
and clinical data We have a community orientated resource for
® Personalised prevention instance the multi omics toolbox that points to

relevant datasets so if you're looking for datasets

14
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established within related to multiomics research.” [RI 1]
infrastructures
Sustainability e “I think sustainability is a key aspect here. | think far

e A sustainable infrastructure is too often, especially in the academic setting,
key to enabling personalised infrastructure is generated demonstrating maybe
prevention once or twice and then forgotten about.” [RI 1]

e Sustainability needs to be e “thinking about sustainability very early on
discussed, planned and particular about personalised medicine that often
facilitated early on means working in a co-creation environment”

e |n order for an infrastructure to ® “make sure that we have one overarching
be sustainable, it needs to be architecture for that process, for providing data
interoperable access is interoperable.” [NI 2]

e Funding opportunities for a
sustainable infrastructure are

required
Implementation - Technical ® “One of the big things is the interface between the
Infrastructure electronic medical record systems in hospitals and
e The infrastructure required to whatever else we do (...) the provider in our case of
implement data relevant to diagnostics, because how you want to order a test,
personalised prevention needs or order a screening, (...) you want to also minimise
Healthcare Implementation to be integrated within a clinical the friction so that they don't have to go into yet
setting. another system to connect to it that you really
o Potential solution to want to consume these data in in the same
drive shared ownership system.”[NI 1]
e Need to set-up data and test e “(...) so how can the academic infrastructure work
centres with off the shelf infrastructure?” [RI 1]

e Translation of infrastructure

15
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developed within an academic
setting to a clinical environment

Implementation - Workforce

It takes a huge workforce to
maintain the infrastructure
There is a lack of collaboration
between researchers and
healthcare professions or rather
the research community and
the clinical community.

A lack of capacity

“a lot of work that it takes just to run these services
and run these infrastructures. Like to keep this, the
staff, the people running help desks and

there's also a lot of operational work (...)” [NI 3].

“I think co-design (...) so the problem is owned by
both parties so that you're not like just one party
saying, here's a list of requirements, make it
happen. But you actually try to create a solution
together as much as possible. Because it just drives
shared ownership and things like that.” [NI 1]

Regulatory Framework

Standards from academic
settings haven’t been approved
by regulatory agencies

Lack of regulatory mechanisms
to assess new generation
diagnostics and treatments

“We see a lot of standards coming out of the
academic setting but they aren’t approved or
understood by say the regulators and this leads to a
number of downstream challenges (...).” [RI 1]

“The key decision makers here are the regulatory
authorities and they need to understand these
different ways of doing things. So they also need to
change how they approve of treatments and
drugs.”

Division of
Research and
Healthcare

Division of funding streams

The funding between
healthcare and research is
separate

Even within healthcare systems,

“Shall we sacrifice all of our health budgets just to
help these very few patients, instead of spending
the money on a much broader field, where we can
have many more patients. (...) my problem with
setting it up like that when we maintain the silo

16
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funding is focused on
interventions useful for large
population groups as opposed
to smaller groups or individuals
for PP

based funding of healthcare that we see today.” [IN
1]

ELSI

Legal Challenges

Legislation surrounding data sharing

e \Variable implementation of
GDPR across nations.

® Best practice to have a
legislative mandate that
required mechanisms for data
sharing to be created and
maintained

“huge bottleneck in and this has been documented
by a million people in a million papers right there
the variability of the national implementation of
data protection and the intersection between data
protection and clinical trials and in vitro diagnostics
regulation.” [RI 2]

“What we need now is a top-down process.
Because now we need legal frameworks to take
care of all the data issues (...).” [IN 1]

Ethical
Considerations

Treatment versus Prevention

e There is a distinction between
treatment versus prevention
and the requirements for
prevention

e Description of a best practice
example of prevention (i.e.,
newborn sequencing
programmes)

“(...) with personalised prevention, you really need
to have access to data at a big scale for the
population, otherwise it will not really work {...)
And how can you set up such a system or
communicate that to the society, so that people are
really going to deliver this data.” [IN1]

“In our newborn sequencing program (...) we're
looking for conditions that may arise in the first 5
years of life and they might not arise from day one.
So it's not really a treatment, but they might arise
in year 3, and you start to prevent that.” [NI 1]

17
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Broader
Ecosystem

Cultural Shift

Perspectives or views towards data
sharing
e Conservative attitude towards

data sharing due to a variety of
reasons including lack of
certainty surrounding sharing
data regulations

Risk to benefit ratio of data
sharing is skewed towards risk

“Most of these problems are problems of people
because technology is doable. Is the team, director,
a very conservative guy or girl that doesn't want to
make any changes, or are they happy to support
you in this?” [NI 1]

“challenge of data sharing culture so there's a huge
culture shift needed across Europe, actually across
the globe to show what are the benefits for sharing
these data and can we make it a little bit easier.” [RI
1]

Adoption of data to promote
personalised medicine
e New systems and tools, and the

lack of training to use them
prevents healthcare
professionals from adopting
data driven solutions
Challenge to encourage
adoption of personalised
prevention by primary health
care providers

“integrate some of these tools in existing
infrastructure (...) therefore the barrier for
adoption becomes lower.”[NI 1]

“| see the major problem going forward is that in
the future the primary point for the patient will be
their GP and they then need to understand what is
personalised medicine, and what does it entail, and
what does he or she need to do in order to practise
personalised medicine towards their patients.”[IN
1]

Health Economy

Lack of appropriate economic models
e There is a lack of health

economic research and models
for diagnostics and treatments.
Healthcare funding is conducted
in a siloed format and some

“We need more health economics’ assessments.
But it's not clear to me how, then, that translates
into better decisions? What? What is the decision
process based on those assessments and stuff?” [NI
1]

“back to the whole philosophy behind our health
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nations have quite stringent

economy. If you think out of the silo based way of

Citizens and
Patients

criteria funding things. You need to look at it in a much
broader perspective.” [IN 1]
Engagement “But if we speak about healthy citizens for instance,

e Prevention requires data from
healthy citizens, and gathering
data from them has been a
challenge

e Health data, such as patient
reported outcomes (PROMs),
relevant for personalised
prevention

e Current practices of engaging
with patients

on the food part as a consumer. That is not very
easy. So for prevention, that is definitely a category
that we're also struggling with as a stakeholder.” [NI
2]

“Have the patient engagement resource centre that
is helping to engage patients more concretely.” [RI
1]

Collaborations &
Partnerships

Working with Industry
e Future solutions will have to
entail working with private

entities.
o Inclusion of industry
early on
o Industry as technology
providers

e Challenges surrounding working
with industry include managing
Public Private Partnerships,
access to sensitive data, and
influence over research.

“How can we deal with the reimbursement system?
How can we work together with the public system
and the private system?” [IN 1]

“Specific problems that you see in public-private
partnerships (...) these public-private partnerships
bringing a number of challenges themselves and |
think the key ones for us early collaboration with
industry partners (...)” [RI 1]

“(...) this is also a quite sensitive issue. Of course,
how industry can then be provided access to such
information.” [Nl 2]
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Global Collaborations e “And if solutions are found in Singapore or in

e Learnings from the global Canada which can be useful in Germany. | mean,
community should be then, we should not skip such an opportunity, so
incorporated international aspects, to bring that to the table.”

e Learnings from low and middle [IN 1].
income countries (LMICs) to be e “And | learned so much just talking to people in
incorporated Africa about researchers in Africa, about what their

needs are.” [Nl 3]
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The investigation into cross-border health and genomic data sharing across European health
systems sheds light on critical gaps and bottlenecks in data management and infrastructure.
A prevalent use of unstructured formats for collecting and storing health data, leads to a
significant challenge in achieving seamless data flow. The existence of multiple, often
competing, standards employed by different providers, creates obstacles in data
standardisation. There is a clear need for data standardisation to facilitate efficient data
exchange and management in the health sector.

Data discoverability poses another challenge, with researchers struggling to find appropriate
datasets. Varied tools are in use, and efforts are underway to create unified health and
genomic records for enhanced findability. Each project and initiative has their own set of
policies and practices to manage data making discoverability of data a challenge.
Stakeholders emphasise the importance of data discovery for validation, underlining its vital
role in research endeavours.

Data accessibility proves to be varied across nations and is intricately linked to consent in the
case of sensitive data. Uncertainties surrounding data-sharing regulations further hinder
accessibility, creating bottlenecks. Stakeholders highlight the challenges, emphasising the
need for improved accessibility to pseudonymized data and/or summary statistics to
enhance personalised prevention research.

Data reproducibility is identified as dependent on the availability of high-quality datasets,
with a gap in metadata for different types of health data. Stakeholders underscore the
importance of high-quality datasets for regulatory purposes and the need to address
metadata gaps for research and personalised prevention methods.

Data sharing encounters challenges such as reidentification concerns and the need for
patient and data safety. Stakeholder quotes emphasise the complexities, urging cautious and
secure approaches. Organisations have established individual data sharing best practices,
contributing to the complexity of collaborative efforts.

Under the theme of infrastructure, challenges in data storage and processing and security,
are highlighted. Stakeholders underscore the need for secure processing environments,
storage platform providers, and thoughtful security practices. Additionally, appropriate and
secure Al predictive models are also needed to further personalise prevention.

Additionally, under the tools and sustainability, organisations provide examples of tools
used currency to manage genomic and clinical data. Noteworthy best practice tools include
high performance computer storage systems, various bioinformatics tools, workflow
managers, genome browsers, and variant browsers. Additionally, a community-oriented
resource, the multi-omics toolbox, is highlighted for accessing relevant datasets in
multi-omics research. Under the sustainability sub-theme, interviewees highlight the crucial
need for a sustainable infrastructure in enabling personalised prevention. Sustainability
discussions, planning, and early facilitation are deemed essential, with interoperability
identified as a key factor. Interviewees also stressed the significance of sustainability,
cautioning against the tendency to overlook infrastructure in academic settings after initial
demonstrations. Furthermore, the importance of early consideration of sustainability,
especially in personalised medicine, is underscored, emphasising a co-creation environment
and the need for overarching interoperable architectures to ensure long-term viability.
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Funding opportunities are identified as a crucial component for sustaining the necessary
infrastructure for personalised prevention initiatives.

The implementation theme unravels challenges in integrating technical infrastructure into
clinical settings, necessitating shared ownership and the establishment of data and test
centres. Workforce challenges, lack of collaboration between researchers and healthcare
professionals, and regulatory frameworks add complexity to the implementation process.
Standards developed in academic settings face a hurdle in gaining approval from regulatory
agencies, reflecting a gap in the alignment between academic practices and regulatory
requirements. Furthermore, there is a lack of established regulatory mechanisms for
assessing the efficacy and safety of innovative diagnostics and treatments. The division of
funding streams emerges as another challenge, with a clear segregation between funding
allocated for healthcare and research. This segregation is not only evident between
healthcare and research but also within healthcare systems, where funding tends to
prioritise interventions beneficial for large population groups rather than addressing the
unique needs of smaller groups or individuals.

Under the ELSI category, is the legislative landscape surrounding data sharing, specifically
noting the variable implementation of the General Data Protection Regulation (GDPR) across
different nations. Additionally, the importance of recognizing the distinction between
treatment and prevention when it comes to healthcare was noted under ethical
considerations relevant to personalised prevention, as there are specific requirements
unique to prevention efforts. There is a need for standardised legislative approaches to
facilitate data sharing that underscores the nuanced considerations between treatment and
prevention within the healthcare context.

In the broader ecosystem, the cultural shift theme underscores conservative attitudes
toward data sharing and challenges in promoting the adoption of data-driven solutions in
healthcare. Stakeholders emphasise the need for a significant cultural shift and increased
efforts to encourage the adoption of personalised medicine by healthcare professionals.
Encouraging primary care providers to adopt personalised prevention faces challenges,
including the absence of appropriate economic models and siloed healthcare funding.
Additionally, engaging healthy citizens for preventive data collection proves challenging,
despite the relevance of health data for personalised prevention. Best practices to engage
patients and citizens are currently being developed and implemented by Rls and Nis.

The analysis emphasises the necessity of collaboration with private entities, acknowledging
the future role of industry in providing technology solutions. However, challenges in
managing Public Private Partnerships, how to ensure access to sensitive data, and addressing
concerns about industry influence over research are identified. Lastly, the user underscores
the importance of incorporating global learnings, including insights from low- and
middle-income countries (LMICs), to shape effective strategies for overcoming the
multifaceted challenges in healthcare data sharing and personalised prevention.
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Results from the workshop

The workshop was attended by fifteen participants from varying institutions. It was an
opportunity for individuals who weren’t able to participate in the semi-structured interviews
to provide their input on this topic. The questions asked to promote discussion were similar
to those asked during the semi-structured interviews. The results were captured through
slido.com (www.slido.com). Please see figures 1-5 for the answers.

Which category do you best represent
Multiple Choice Poll Bvotes & 6 participants

Research Infrastructure - 3 votes

50%

European Initiative - 2 votes

33%

International Network - 1 vote

17%

National Initiative - 0 votes

@ 0%

Figure 1. Type of institutions represented in the workshop.
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@ What type of data does your institution manage?
Wordcloud Poll 14 responses & 7 participants

L science research data

patient
personal Research data
Genomic
-
Patients o
Health data
Genomics L Lt sl

Life science data

Genomic data

Figure 2. Type of data managed by representatives.
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Can this data be used for secondary purposes, specifically for research and policy-
making purposes to further personalised prevention?

Multiple Choice Paoll 6votes & 6 participants

Yes - 5 votes

] 83%
No - 0 votes
[ ] 0%

Unsure - 1 vote

L 17%

Figure 3. Outlining if the data participants reported is available for secondary use, in particular
personalised prevention
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Please outline any additional challenges, barriers, or bottlenecks whilst re-using the
data, especially for personalised prevention.
Open text poll 12 responses &5 participants

& Anonymous
Data generated from bespoke studies eg Zoe

oS Anonymous
Hospital engagement

Anonymnus
consensus on the use of data

Qo

& Anonymous
Evidence matures so approaches change

ey Anonymous
Consent

8 Anonymous
Citizen views

& Anonymous
consensus

& Anonymous
patient follow-up

o Anonymous

=

Bridging the themes Ethical aspects/privacy etc.

& Anonymous
National laws differ

& Anonymous
legal

8 Anonymous
Connection research and care

Figure 4. Challenges outlined when using data for personalised prevention.
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E Best practices to develop infrastructure and data management methods to enable
implementation of personalised prevention.

Open text poll 4 responses & 3 participants

r% Anonymous
support collaboration clinic and researc

Anonymous
Support for researchers how to share gdpr proof and collaborate, capacity buulding

(1]

and resources

8 Anonymous
Industry engagement policies

Anonymous
Data quality standards

[1}=]

Figure 5. Best practice for infrastructure and data management to drive implementation into
personalised prevention.

Challenges & best practices outlined within
other projects

Beyond 1 Million Genomes Project

The Beyond 1 Million Genomes (B1MG) project aimed to make it easier to share human
health data around Europe. It supported the European Union's 1+ Million Genomes Initiative
(1+MG), which aims to enable secure access to genomics and the corresponding clinical data
across Europe for better research, personalised healthcare and health policy making.
Running from June 2020 to October 2023 it supported the design and testing phase of the
1+MG initiative to enable secure access to high-quality genomics and the corresponding
clinical data across Europe for better research, personalised healthcare (prevention,
diagnostic and treatment) and health policy making.

The B1IMG project provided support to this initiative by:

e Working with regional, national and European stakeholders to define the
requirements for cross-border access to genomics and personalised medicine data.
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e Translating requirements for data quality, standards, technical infrastructure, and
Ethical, Legal, and Social Implications (ELSI) into technical specifications and
implementation guidelines that capture European best practice.

e Driving adoption and support for long-term operations by providing guidance on
phased development and a methodology for economic evaluation.

e Creating guidance on infrastructure, the legal guidance and the best practices to
enable this access.

The overall goal was to support development of genomic data infrastructure that will make it
possible for scientists and clinicians to study the genotypic and phenotypic data from over
one million people. This data will be linked, so the genetic data from one individual can be
matched with their phenotypic data (like their weight, blood group and medical history).

The project highlighted some key challenges in the facilitation of data sharing for the purpose
of personalised medicine as follows:

Challenges:

e Cross-Border Access to Genomics Data: The project outlined the challenge of
cross-border access to genomics and personalised medicine data and aimed to
provide recommendations to overcome the challenges by engaging stakeholders at
various levels — local, regional, national, and European — is essential to define the
necessary requirements.

e Quality Control Procedures: Quality control procedures in Next-Generation
Sequencing (NGS) analysis are crucial. The project highlighted the need for
standardised quality metrics across laboratories, emphasising their use in
retrospective data vetting and the establishment of standard operating procedures.

e Technological Solutions: Implementing a robust technological infrastructure poses
challenges. The project outlined the use of GA4GH standards, including the Beacon
service, Federated EGA, and Resource Entitlement Management System, to address
issues related to data discoverability, storage, interfaces, access management, and
processing functionalities.

e Implementation of Genomic Medicine in Healthcare Systems: European member
states are at varying levels of maturity in the process of implementing genomics in
respective healthcare systems.

e Infrastructure requires use cases to guide its development, implementation, and
optimization for several reasons including: purpose and direction, requirement
definition, user centric design, validation and testing, adaptation and scalability and
interoperability and integration.

Solutions:

e Technical Specifications and Guidelines: The project provides through the 1+MG
Framework (https://framework.onemilliongenomes.eu/) - technical specifications
and implementation guidelines, aligning with European best practices. This includes
all recommendations required to establish the data infrastructure from ELSI, metrics
for sequencing, NGS best practices, metadata models and ontologies, infrastructure
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requirements, health economics and use cases contributing to standardised
approaches in genomics.

e (Quality Standards Establishment: The document emphasises the importance of
establishing quality standards. It promotes the use of the 1+MG Healthcare Maturity
Level Model (MLM) to enable self-assessment by healthcare systems. The MLM,
based on eight key domains, guides countries in adopting genomics, closing best
practice gaps, and making personalised medicine accessible.

e National Genomic Medicine Strategies: To address varying maturity levels across
European countries, the document advocates for the establishment of national
genomic medicine strategies. These strategies should focus on building patient trust,
improving infrastructure, defining ethical and legal frameworks, fostering synergies,
and enhancing healthcare professional training.

e The Rare Disease, Cancer, Common & Complex Disease & Infectious Disease (COVID)
use cases were all brought into the BIMG project via the 1+MG initiative in order to
make sure that they were taken into consideration when developing the B1MG
guidelines and recommendations including the infrastructure Proof of Concept (PoC).
This allowed the project to understand the met and unmet requirements of each use
case and address them where possible.

European Genomic Data Infrastructure

The European Genomic Data Infrastructure project (GDI) brings together national agencies,
research organisations, and technology providers in 24 countries to provide a cross-border
federated network of national genome collections, associated with other relevant data, for
advancing data-driven biomedical research and personalised medicine solutions to benefit
citizens of Europe. The project is designed to support the European 1+ Million Genomes
(1+4MG) Initiative. Specifically, GDI built on the outcomes of BIMG (1+MG Framework -
https://framework.onemilliongenomes.eu/) to drive the development, deployment and
operation of sustainable data-access infrastructures within each participating country
including the legal frameworks, operational procedures and ethics principles required to
foster and maintain citizens' trust in cross-border access to sensitive personal data.

The challenges presented in the relevant reviewed deliverables are as follows:

1. The challenges associated with establishing a joint European genomic data
infrastructure, particularly around legal frameworks and data processing. Key points
include the need for a legal basis under Article 6 of the General Data Protection
Regulation (GDPR) for processing health and genetic data. The challenges are
outlined in three steps: bringing data into the infrastructure, disclosing data to users,
and processing data as a user, especially when data use extends beyond research.

2. For the GDI to be successful Nodes have to achieve a specific technical level readiness
(TLR). A challenge therefore is to understand what is meant by “Technical Level
Readiness” and break down those competencies into definitions that can be easily
understood, implemented and monitored across every Node.

3. Many of the Nodes joining the GDI do not yet have the necessary infrastructure in
place to support federated data access or this is not part of their national plans.

29

AR AN N NN N N NN AN N Nt N N O N N N N A A N N s AN N N N N N S o N

@3ROP|.!FT - Funded by the Eurapean Unio )

a PeRsOnalized Prevention roadma)
for the future HEalThcare


https://b1mg-project.eu/resources/maturity-level-model
https://b1mg-project.eu/resources/maturity-level-model

NAINA  DOCUMENT TITLE

4. Users of the infrastructure implemented by the GDI project should encounter a
uniform user experience and engage with a centralised point of contact. However, in
a federated infrastructure with national nodes, each node should establish and
manage its helpdesk.

5. The GDI must be able to support multiple use cases for it to be effective enabling
access to community tools and the execution of analytics and Al/ML models in a
federated environment

Solutions:

1. Two potential solutions are proposed: a European-level solution involving changes at
the Union level or a national-level solution requiring adjustments in individual
countries' legislation. The importance of reviewing legislative frameworks for
supporting joint initiatives is emphasised. The ongoing activities related to the EU
Data Governance Act are seen as an opportunity to address legal issues surrounding
the secondary use of personal data at both national and European levels.

2. Monitoring of TLR was achieved by the creation of a TLR tool containing 8 reporting
items which is to be completed every quarter to show both progress and highlight
any bottlenecks to support the definition of actions to tackle them.

3. The GDI Starter Kit has been developed to support federated data access workflows.
The Starter Kit comprises software applications and components collaboratively
developed by the 20 GDI nodes, incorporating open community standards established
by the Global Alliance for Genomics and Health (GA4GH). Specifically designed for
newly joining nodes within the GDI, these resources are intended for deployment
during their onboarding phase. The Starter Kit equips all countries with the technical
capacity to securely access synthetic genomic and phenotypic data across
international borders. The Starter Kit encompasses over 2,500 synthetic genomes and
phenotypic data sets, covering areas such as cancer, rare diseases, and population
genomics. It empowers nodes to quickly implement a functional pilot system,
marking the initial phase towards establishing a production infrastructure. In
addition, the GDI Starter Kit is freely available to interested parties, ensuring possible
interoperability across other initiatives and industry.

4. A plan is being devised to implement both national and unified virtual helpdesks that
effectively manage internal (partners) and external (end-users) support requests
within the GDI infrastructure. The proposal suggests adopting the FitSM IT service
management standard as the foundation for the helpdesk due to its compatibility
with federated scenarios. A detailed roadmap has been crafted to establish a
helpdesk based on FitSM, with the goal of making it operational by April 2025. This
roadmap facilitates continuous information flow among project partners through
various communication tools, guided by standardised SOPs, terms of use, and
compliance with GDPR requirements. Additionally, knowledge exchange will be
upheld with other operators of federated IT services to ensure the adoption of best
practices and strive for organisational interoperability with other projects and data
spaces.

5. GDI has a specific work package for use cases, specifically - the Genome of Europe,
Cancer and Infectious disease. The adoption of these specific use cases ensures
alignment between them and drives the technological requirements of GDI. At the
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same time there is a specific work package to identify and fill the gaps on the
technology require to deploy community tools and enable federated analytics and
learning (in collaboration with EUCAIM)

TEHDAS is a Joint Action project that has developed European principles for the secondary
use of health data to enable EU member states and the European Commission to benefit
public health and health research and innovation in Europe.

The challenges pertaining to the infrastructural and organisational challenges and barriers,
reviewed from the relevant reviewed deliverables are outlined as follows:

e Barriers to Data Sharing: Various barriers to cross-border health data sharing in
Europe, including legal, data management, and semantic interoperability issues.

® Governance and System Differences: Differences in governance and health data
management systems across European countries lead to divergent approaches and
national specificities, impacting data sharing and research.

e lack of Common Interpretations: There is a lack of a common European
interpretation of key concepts like anonymization, pseudonymization, and secondary
use of data. This leads to issues in data sharing, consent, and reluctance from
organisations to access data.

e Legal and Regulatory Challenges: National laws/rules on health and research data, in
addition to the GDPR, create complications in the exchange of health data for
secondary use between Member States and associated countries.

e Differing GDPR Interpretations: Different interpretations and preferences among
European countries regarding GDPR compliance create barriers to cross-border
collaboration and data sharing.

e Standardisation and Agreements: Absence of standardised data sharing agreements
and variations in taxonomy and ontology codes hinder safe data sharing, making
comparisons between datasets challenging.

e Data Quality and Management: Poor data management procedures reduce the ability
to reuse data, causing loss of information value and slow access to data. Ensuring
data quality is vital, and recommendations include establishing an EHDS quality
assurance governance structure and defining data quality dimensions at the EU level.

These barriers have significant impacts on the reuse of health data, scientific research,
innovation, and policymaking, resulting in delays, financial costs, and reduced benefits.

Recommendations emphasise the need for harmonisation, clear guidance, standardised
agreements, and improved data management procedures.

HealthyCloud is a Coordination and Support Action Project and its objective was to generate
a number of guidelines, recommendations and specifications that will enable distributed
health research across Europe in the form of a ready-to-implement roadmap. This roadmap
together with the feedback gathered from a broad range of stakeholders will be the basis to
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produce the final HealthyCloud Strategic Agenda for the European Health Research and
Innovation Cloud (HRIC).

Here are some of the challenges and corresponding solutions:
Challenges:

e Interoperability and Data Linkage: Heterogeneity in health-related data collections
across Europe results in interoperability issues, hindering individual-level data
linkage. The usage of different standards for data or metadata structures contributes
to this challenge.

e Integration of Health Data Hubs: Integration of health-related data hubs, particularly
in the context of projects like HealthyCloud, requires adherence to FAIR (Findable,
Accessible, Interoperable, Reusable) principles. Achieving uniformity in metadata
standards, data accessibility, and ethical considerations is challenging.

e Effective Data Management: The rapid increase in data hub utilisation necessitates
effective data management, metrics for evaluation, and incentive systems. There's a
need for common metrics to collectively measure data usage and auditing systems to
track users' actions consistently across diverse infrastructures.

e Incentives for Data Sharing: Encouraging data generators to share and users to reuse
data involves addressing various incentives. Challenges include ethical concerns with
monetary incentives, complexity in implementing ethical and legal frameworks, and
the time-consuming nature of supporting data quality and curation.

Solutions:

e Align Strategies: For HRIC, alignment with EOSC, EHDS, and relevant initiatives is
emphasised to foster collaboration and avoid duplication of efforts.

e Improve Interoperability: Mitigating interoperability challenges by translating codes
for terms and references across different standards.

® FAIR Principles Implementation: Implementing FAIR principles in health data hubs
includes using a descriptive metadata record template compatible with the Data
Catalog Vocabulary (DCAT-AP) standard.

e Common Metrics and Auditing Systems: Recommending common metrics for data
hubs and uniform auditing systems for tracking users' actions helps harmonise
practices across diverse infrastructures.

e Promotion of Incentives: Promoting incentives like citation, creating a data usage and
citation index, and emphasising the impact of data sharing. Awareness campaigns
and a change in researchers' mindsets are needed, along with the need for external
factors like policies and funding to support data sharing.

EU-STANDS 4PM is a Coordinating and Support Action funded under the Horizon2020
framework programme of the European Commission. During its three years, EU-STANDS 4PM
initiated an EU-wide mapping process to assess and evaluate strategies for data-driven in
silico modelling approaches. A central goal was to develop harmonised transnational

standards, recommendations, and guidelines that allow a broad application of predictive in
32

AR AN N NN N N NN AN N Nt N N O N N N N A A N N s AN N N N N N S o N

PROPHET [ o )

a PeRsOnalized Prevention roadma)
for the future HEalThcare



NAINA  DOCUMENT TITLE

silico methodologies in personalised medicine across Europe. The following are learnings
from outcomes of this project that are relevant to personalised prevention and personalised
medicine at a broader scale.

In the European landscape of personalised medicine (PM), the abundance of relevant data
resources, such as the GWAS catalogue, biobanks, cohort studies, and disease registries,
presents both opportunities and challenges.

e The lack of a comprehensive catalogue and unclear information on available data
hinder effective data discovery for PM research. The EU-STANDS 4PM survey,
conducted in work package 1, sheds light on this by highlighting cohort data as the
predominant source, while underutilization of health administrative data persists due
to jurisdictional boundaries.

e The absence of widely adopted health data standards is a notable concern,
emphasising the need for cohesive efforts in standard development. Addressing data
quality issues, variability in biomolecular profiles, and the challenge of tracking
treatment regimens and responses are crucial for fully realising PM's potential.

The report underscores the importance of initiatives such as cataloguing to enhance
findability, fostering debate for a common understanding of challenges, and advocating for
high-quality, standardised European datasets through training programs and funder
mandates. Furthermore, the EU-STANDS4PM project aimed to assess and evaluate national
standardisation strategies, map European initiatives, identify gaps, and provide concrete
recommendations on how to carry out data harmonisation and in silico modelling in PM.

In short, the HealthData@EU Pilot project is an EU-funded project and will build a pilot
version of the European Health Data Space (EHDS) infrastructure for the secondary use of
health data which will serve research, innovation, policy making and regulatory purposes.
The project will connect data platforms in a network infrastructure and develop services
supporting the user journey for research projects using health data from various EU Member
States. It will also provide guidelines for data standards, data quality, data security and data
transfer to support this cross-border infrastructure. Priority services include a metadata
discovery service and a common health data access request.

To validate the pilot the HealthData@EU Pilot project has incorporated 5 different use cases
and ask them to document the lessons learned.

e Challenges
a. Regulatory framework still to be agreed by Member States
Homogenisation of metadata models, standards, ontologies and data quality
Data discoverability mechanisms
Homogenisation of data access
Data processing
Data Enrichment

"0 o0 o
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Discussion

The pursuit of personalised prevention in healthcare is at the forefront of efforts to
transform medical practices, aiming to tailor interventions to individual characteristics for
more effective and targeted outcomes, especially for common complex diseases. However,
the realisation of this vision faces numerous challenges, as those outlined by the results from
the semi-structured interviews, alongside the challenges highlighted within outcomes from
previous and concurrent projects. The findings, listed in Table 1, reveal critical insights into
the challenges, barriers, and a few best practices, and potential opportunities associated
with managing data and infrastructure to promote the adoption of personalised prevention.
The identified themes are encompassed in the categories of data, healthcare, ELSI, and the
broader ecosystem. These categories shed light on gaps and bottlenecks, offering a
comprehensive understanding of the complexities involved in realising personalised
prevention.

Some of the main challenges in the promotion and use of personalised prevention are
related to the management of genomic and health data, including data standardisation,
discoverability, accessibility, and reproducibility. As noted within the results from
semi-structured interviews and supported by all the reviewed projects, health data is
unstructured and there is a lack of standardisation prevalent as well. The development of
standards is done on a needs basis rather than proactive planning for the management of
health information (7). Additionally, there are several standards available, resulting in
competition between standard development organisations (SDOs) which is due to the
natural evolution and expanding scope of the work. This competition forces implementers to
choose among multiple options and requires an additional step of mapping between
standards using an interface engine for interoperability when combining data from different
sources (8). This challenge is further supported by findings from the EU-STANDS 4PM project
as they note the presence of a variety of standards and standards providers. Heterogeneity in
health-related data collections across Europe results in interoperability issues, hindering
individual-level data linkage. The usage of different standards for data or metadata structures
contributes to this challenge. The highlighted gap in metadata for different types of health
data underscores the need to address metadata issues for effective research and
personalised prevention methods (9). This challenge is noted in various projects including
HealthyCloud, HealthData@EU, TEHDAS, B1MG, and GDI.

Additionally, variability in data accessibility across nations, intricately linked to consent and
regulatory uncertainties, which resonate with existing literature, as well as learnings from the
other projects working towards sharing data for personalised medicine, adds on the
complexities of international data sharing (10; 11). Lastly, data reproducibility is as
dependent on high-quality datasets, aligning with the literature emphasising the importance
of robust datasets for regulatory purposes (11).

With respect to implementation, the challenges are in integrating technical infrastructure
into clinical settings, workforce issues, lack of collaboration between research and
healthcare, and regulatory frameworks (12; 13). One of the critical challenges identified is
the integration of data, i.e., genomic and EHR data, as well as technical infrastructure in
clinical settings, emphasising the importance of shared ownership and collaborative efforts
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between researchers and healthcare professionals to bridge the gap between research and
clinical practice (14). These challenges are aligned with barriers to implementation of the
European Health Data Space in the TEHDAS project.

Additionally, the division of funding streams emerges as another challenge in the
implementation of personalised prevention. There is a clear separation between funding
allocated for healthcare and research, both at a general level and within healthcare systems.
This separation is not only evident between healthcare and research but also within
healthcare systems, where funding tends to prioritise interventions beneficial for large
population groups rather than addressing the unique needs of smaller groups or individuals.
There is a clear need for a more integrated and flexible funding approach that aligns with the
dynamic nature of personalised prevention research (15).

Legal challenges, including variable GDPR implementation and the need for legislative
mandates, resonate with previous research on the legal complexities of health data sharing
(16). These challenges are highlighted within the BIMG and TEHDAS projects as well.

Challenges surrounding the adoption of data for personalised prevention echo similar
challenges for personalised medicine. However, with respect to ethical considerations, there
is a clear distinction between employment of personalised medicine that focuses on
prevention, as opposed to treatments. The ethical implications of prevention efforts, which
may involve interventions based on genomic information, require nuanced considerations
and consideration of issues such as consent, autonomy, and the potential for stigmatisation.
This underscores the need for robust ethical frameworks to guide the implementation of
prevention programs (17).

The broader ecosystem theme underscores the need for a cultural shift, including the
attitudes toward data sharing, and challenges in promoting the adoption of data-driven
solutions in healthcare. Stakeholder quotes emphasise the need for a significant cultural
shift, aligning with literature on the cultural and organisational challenges in implementing
health information technologies (18). Additionally, this need has also been highlighted within
outcomes from previous projects, especially TEHDAS, as they explored the attitudes towards
sharing health data.

Additional insights into health economy, citizen and patient engagement, collaborations, and
partnerships with industry and global collaborations provide a comprehensive view of the
multifaceted challenges and considerations in the cross-border sharing of health and
genomic data across European health systems. Overall, these findings contribute significantly
to understanding the intricate landscape surrounding personalised prevention, offering
valuable insights for future initiatives in this transformative area of healthcare.

Recommendations to promote the secondary use of data for personalised medicine include:
Data

e Standardisation: Implement standardised practices at both international and national
level led by global standard setting organisations such as GA4GH, for data structure
and standardisation in health systems to overcome challenges arising from the use of
unstructured formats and competing standards. Standardisation is crucial for efficient
data exchange and management.
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e Discoverability: Develop unified health and genomic records, as best practices, to
enhance data discoverability at local, regional, national and eventually international
level.. Efforts should focus on creating tools and platforms that facilitate easy and
effective search and validation of appropriate datasets.

e Accessibility: Address variations in data accessibility across nations by establishing
clearer regulations and consent mechanisms. Improving data accessibility is essential
for promoting collaborative research and personalised prevention initiatives.

e Reproducibility: Ensure the availability of high-quality datasets with comprehensive
metadata. Attention should be given to addressing metadata gaps for different types
of health data to support research, regulatory purposes, and personalised prevention
methods.

e Data Sharing: Establish secure approaches to data sharing, considering
reidentification concerns and ensuring patient and data safety. Encourage
organisations to adopt best practices for data sharing to enhance collaborative
efforts.

Healthcare

e Integration: Foster collaboration between researchers and healthcare professionals to
integrate technical infrastructure into clinical settings. Shared ownership of data and
establishment of data and test centres are vital for bridging the gap between research
and clinical practice.

e Funding Integration: Address challenges related to the division of funding streams by
adopting a more integrated and flexible funding approach. Align funding mechanisms
with the dynamic nature of personalised prevention research to support both
healthcare and research aspects.

e Regulatory Approval: Develop regulatory models for assessing the efficacy and safety
of innovative diagnostics and treatments, ensuring alignment between academic
practices and regulatory requirements.

ELSI

e Legislative Alignment: Advocate for standardised legislative approaches to facilitate
data sharing, and ensure that legislative frameworks address the nuanced
considerations between treatment and prevention, as discussed during the
semi-structured interviews.

Broader Ecosystem

e Cultural Shift: Encourage a cultural shift toward data sharing and the adoption of
data-driven solutions in healthcare. Emphasise the importance of collaboration with
private entities, addressing challenges and ensuring access to sensitive data.

e Patient and citizen engagement: adopt a co-creation mindset to engage patients and
citizens from the initial set-up of initiatives and projects. Work with relevant groups
and utilise current best practices such as setting up a patient engagement resource
centre to provide the necessary tools and resources for researchers.

e Global Collaboration: Incorporate global learnings, including insights from low- and
middle-income countries (LMICs), to shape effective strategies for overcoming
challenges in healthcare data sharing and personalised prevention.
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These recommendations provide a comprehensive guide for advancing the technical and
infrastructural capacity of personalised prevention initiatives and promoting cross-border
health and genomic data sharing across European health systems.

Limitations

The reliance on semi-structured interviews may introduce biases inherent in qualitative
research, such as the potential for interviewer influence and subjectivity in data
interpretation. Additionally, the limited sample size of participants, particularly in the
semi-structured interviews, may not fully capture the diversity of perspectives and
experiences across European health systems. This could result in a skewed representation of
challenges and best practices, potentially overlooking critical insights from underrepresented
stakeholders.
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Appendices

Appendix 1 - Interview Guide

Interview Guide — Task 2.2.2

Task 2.2.2 Members:
PROPHET Project
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Informed Consent

Informed Consent Form for:

This informed consent form is for stakeholders of the PROPHET project, in particular
European & national/regional infrastructures that manage genomic and health/clinical data
in Europe and the organisational and structural needs to integrate Personalised Prevention in
the health system. They are being invited to participate in a mapping that aims to highlight
main gaps and bottlenecks that arise in data management and infrastructure to enable cross
border health and genomic data sharing across European health systems.

Principal Investigator - Stefania Boccia

Organization - Universita Cattolica del Sacro Cuore (UCSC)
Task (2.2.2) Lead — Serena Scollen - ELIXIR

Name of Sponsor — HORIZON HEALTH 2021

Project and Version - A PERSONALIZED PREVENTION ROADMAP FOR THE FUTURE
HEALTHCARE (PROPHET)

This Informed Consent Form has two parts:
¢ Information Sheet (to share information about the study with you)

» Certificate of Consent (for signatures if you choose to participate)
You will be given a copy of the full Informed Consent Form
Part I: Information Sheet

Introduction

| am Arshiya Merchant, the Human Data Science Officer, in the Human Genomics and
Translational Data Team led by Serena Scollen at ELIXIR. | am going to provide you with the
relevant information and invite you to participate in this research. Please feel free to ask me
to explain and/or elaborate any part of this form and if you have any further questions, you
could also contact the Task Lead.

Purpose of the research

According to the latest report on the Health Status of Europe, the main causes of death in
European Union countries are represented by chronic diseases, including circulatory diseases
and various types of cancer, followed by respiratory disease (1). These are also the most

prevalent diseases, reducing quality of life. Moreover, every year, 900,000 people in the EU
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die prematurely due to risk factors that can largely be prevented. As highlighted by the
European Steering Group on Sustainable Healthcare, the implementation of sustainable and
high value healthcare requires a shift from treatment of established diseases to
“person-centred” disease prevention and early diagnosis, where citizens and patients are
equal and active partners in their care.

As such, the broader health system, beyond health care, needs to be engaged, and individual
risk should be addressed in a community context, especially for primary prevention in
healthy individuals. There is thus a need to integrate traditional public health approaches in
disease prevention with personalised approaches that include -omics profiling and digital
technologies.

In order to fulfil this need, we need to approach Personalised Prevention by taking into
account contributions deriving from previous and current initiatives in the field and scale
them up in an integrated approach across three levels genomics/biomarkers, individual
behaviour and environment/societal factors, and let the approach be influenced by relevant
stakeholders.

The overall objective of PROPHET is to co-create with stakeholders a Personalised Prevention
Roadmap for the future healthcare, to support the definition and implementation of
innovative, sustainable and high-quality personalised strategies that are effective in
preventing chronic diseases.

Work package 2 of this project includes activities for literature mapping, research gap
analysis and mapping of existing evidence on Personalized Prevention in Europe and beyond
in 4 main areas of development of Personalized Prevention.

Type of Research Intervention

This research will involve your participation in a one-to-one discussion that will take about
one hour.

Participant Selection

You are being invited to take part in this research because you are listed as a stakeholder for
the PROPHET project and we feel that your experience in managing health and genomic data
can contribute much to our understanding and knowledge of the gaps and challenges that
arise in data management and infrastructure to enable cross border health and genomic data
sharing across European health systems.

Voluntary Participation
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Your participation in this research is entirely voluntary. It is your choice whether to
participate or not.

You may change your mind later and stop participating and your responses will not be
included within the results, even if you agreed earlier.

Procedures

We are asking you to help us learn more about the management of genomic and clinical
and/or health data by various entities across Europe. This will involve you participating in an
informal semi-structured interview virtually over zoom. The questions are available to view
beforehand on a Miro board and the answers will also be mapped onto that board during the
interview and any additional details to be added later. The interview will be recorded only for
minute-taking purposes and deleted once the deliverable is completed in February 2024.

Duration

The research lasts for two months in total. During that time, we will interview you only once.

Risks

There is a risk that you may share some personal or confidential information by chance, or
that you may feel uncomfortable talking about some of the topics. However, we do not wish
for this to happen. You do not have to answer any question or take part in the discussion if
you feel the question(s) are too personal or if talking about them makes you uncomfortable.
You also do not have to answer any question if you feel the answer would reveal confidential
information.

Benefits

There will be no direct benefit to you, but your participation will help us find out more about
the challenges and gaps that exist whilst managing genomic and health data for
implementation for personalised prevention across health systems in Europe.

Reimbursements

You will not be provided any incentive to take part in the research. Travel expenses are not
applicable as the interview will take place virtually.

Confidentiality

Any information you provide, unless stated as confidential, can and will be used towards
creating a summary of results that will feed into creating a deliverable that will highlight the
challenges and gaps faced when managing genomic and health/clinical data.

Sharing the Results
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The knowledge that we get from this research will be shared through a summary of the
results that will be used to create a deliverable that will highlight the challenges and gaps
faced when managing genomic and health and/or clinical data. The results will be
pseudonymised, i.e. only your organisation, not your full name, will be mentioned in
connection to your response.

Right to Refuse or Withdraw

You do not have to take part in this research if you do not wish to do so. You may stop
participating in the semi-structured interview at any time. | will give you an opportunity at
the end of the semi-structured interview to review your remarks, and you can ask to modify
or remove portions of those, if you do not agree with my notes or if | did not understand you
correctly.

Processing of personal data

Any personal data you may provide for the purpose of this research interview, will be
processed according to this Privacy Statement.

Who to Contact

If you have any questions, you can ask them now or later. If you wish to ask questions later,
you may contact any of the following: Arshiya Merchant
(arshiya.merchant@elixir-europe.org); Serena Scollen (serena.scollen@elixir-europe.org).

Part II: Certificate of Consent

I have read the foregoing information, or it has been read to me. | have had the
opportunity to ask questions about it and any questions | have been asked have been
answered to my satisfaction. | consent voluntarily to be a participant in this study

Print Name of Participant:

Signature of Participant:

Date: 14/12/2023
Day/month/year
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Statement by the researcher/person taking consent

I have accurately read out the information sheet to the potential participant, and to
the best of my ability made sure that the participant understands that the following will be
done:

1. Aim of the project and task specifically
2. The overall process
3. Their right to refuse/withdraw consent

I confirm that the participant was given an opportunity to ask questions about the
study, and all the questions asked by the participant have been answered correctly and to
the best of my ability. | confirm that the individual has not been coerced into giving
consent, and the consent has been given freely and voluntarily.

A copy of this ICF has been provided to the participant.

Print Name of Researcher/person taking the consent

Signature of Researcher /person taking the consent

Date

Day/month/year
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IP68 Form

Information for data subjects according to Article 12 (Transparency of processing) of the EMBL Internal Policy 68

ELIXIR operates under the data protection framework provided by EMBL - known as [nternal Policy 68 (IP68) on General
Data Protection - which is adapted to the needs of international scientific research and reflects the principles of European
data protection law.

The ELIXIR Hub will be the data controller of personal data you provide to ELIXIR in connection with this research
interview on the challenges and gaps faced whilst managing genomic and clinical data for use for personalised
prevention.

Personal data provided by you that we process: personal details (full name, email address, organisation, role),
interview responses.

Purpose(s) of processing: to complete task 2.2.2 and deliverable 2.5 from work package 2 of the PROPHET project.

How we will use the data: your personal details will be used to get in contact with you to conduct the semi-structured
interview and the items discussed will be analysed and used to complete task 2.2.2 and deliverable 2.5.

Legal basis: the processing of your personal data is necessary for the for Elixir's day-to-day management, operation and

functioning Article 5(1)(d) of Internal Policy 68 on General Data Protection

Who has access to the data: PROPHET project members & ELIXIR Human Genomics & Translational Data Team as well as
the External Relations Team. Interview responses will be visible to project members and Hub Staff with access to the Miro
Board.

External data processors:

The ELIXIR Hub engages the services of Realtime Board Inc.(Miro Board) to achieve the purposes outlined above. Miro
stores all personal data processed in the EU, however, Miro may transfer your personal data to sub processors outside
the EU/EEA, including the United States. You can read Miro's Privacy Policy on their website.

Data retention: your data will be stored by ELIXIR for as long as necessary for the achievement of the purpose(s) of this
interview. In any case, your data will be deleted after the project deliverable has been completed in February 2024.

Your rights: You can exercise the following rights, granted under the Article 13 of the EMBL Internal Policy No 68

a right not to be subject to a decision made by automated means (i.e. without any human intervention)
a right to request access to your personal data

a right to object to the processing of personal data

a right to request erasure or rectification of your personal data

a right to request information on the reasoning underlying data processing

Please note that those rights can be subject to limitations, as described in Article 13(2) of the EMBL Internal Policy No 68.

For any queries, please get in touch with the task lead, Arshiya Merchant, arshiva.merchant@elixir-europe.org.

46

AN AN AN AN AN AN NG NN AN AN AN AN AN AN AN AN AN AN AR AN AN AN AN AN AN AN AN N AN AN AN AN AN AN AN A

YROPHET Bl ™™=

a PeRsOnalized Prevention roadmap
for the future HEalThcare


https://www.embl.de/aboutus/administration/legal-services/data-protection/IP68-Data-Protection-EN-18052018.pdf
https://www.embl.org/info/data-protection/
https://www.embl.org/documents/document/internal-policy-no-68-on-general-data-protection/
https://www.embl.org/documents/document/internal-policy-no-68-on-general-data-protection/
https://www.embl.org/documents/document/internal-policy-no-68-on-general-data-protection/
https://miro.com/legal/privacy-policy/
mailto:arshiya.merchant@elixir-europe.org

NAINA  DOCUMENT TITLE

Interview Questions

Please provide the name of the entity you represent.
Please provide a link of the entity you represent

1. Please select (from the list below) what entity you are representing?
a. Research Infrastructure
b. European initiative
c. International Network
d. Select National Initiatives

2. Does your entity manage data relevant to personalised prevention (i.e., genomic,
individual behaviour, environmental, & societal)?

a. Ifyes, please continue answering questions 6 onwards.
b. If not, please answer the questions 9 onwards.

3. What type of data does your entity manage (Genomic; individual behaviour;
environmental and societal)

4. Can this data be used for secondary purposes, specifically for research and
policy-making purposes to further personalised prevention?

5. What infrastructure has been established or specific tools used to enable the
secondary use of data?

a. Please could you provide an example workflow for a therapeutic use case?

6. Has this data been used to implement personalised prevention methods in healthcare

systems?
a. Ifyes, please answer question 7
b. If no, please list the reasons for this.

7. Have you identified any barriers and/or bottlenecks to do so? If you don’t manage
data, please answer the question to the best of your ability based on sector
knowledge, of working with other organisations or as part of projects that have
accomplished this?

8. Have you found any solutions to the aforementioned challenges?

9. Have you identified any gaps to be addressed for implementing data relevant for
personalised prevention into healthcare systems?

a. Has your entity proposed solutions or policies addressing the aforementioned
gaps?

10. Are there any opportunities that you would like to see created to enable the
implementation of genomic and clinical/health data for personalised medicine?
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Glossary of Terms

Preface

This glossary aims to provide explanations on the use and specific meaning of data
protection, ethics and technical terms relevant to the PROPHET Project. This glossary uses
plain language to enable users with different backgrounds to understand these terms. For
terms that are defined in the General Data Protection Regulation 2016/679 (GDPR), for
example ‘personal data’, ‘controller’, and ‘processing’, the definition in Article 4 GDPR will be
legally binding. Explanations of terms based on the GDPR are highlighted in blue, to
distinguish them from non-legal (i.e., scientific, technical, or ethical terms. This document
draws largely on previous efforts and existing definitions (see references).

Data Characterisation

e Personal data: data related to a living individual who is likely to be identified by the
data directly or in combination with other data (e.g., through a pseudonym). [ref. Art.
4 GDPR]

e Special categories of data: types of personal data that are legally recognized as
sensitive and whose processing is prohibited unless that requires a special legal
justification to be processed (e.g., health, ethnic origin, sexual orientation, and
genetic data). [ref. Art. 9(1)(2) GDPR]

e Anonymous / anonymised data: data that does not relate to an individual person or
that has been irreversibly processed so that the individuals are no longer identifiable
by the data controller or by another person. [ref. Rec. 26 GDPR]1

e Direct identifiers: data types that alone are likely to lead to the identity of an
individual (e.g., name, identification number, address, online identifier, date of birth).

e Indirect identifiers: data types that alone are not likely to lead to the identity of an
individual but are likely to do so in combination with or by comparison to other data.

e Non-identifiers: data types that are unlikely to lead directly or indirectly to the
identification of an individual, (e.g., basic phenotype data falling within normal
ranges, such as gender, age range, or disease status).

e De-identified data: data where direct and indirect identifiers have been removed or
generalised. The data may still be likely to reveal the individual’s identity, depending
on the level of de-identification which has taken place.

e Ethically sensitive data: data that could have a potentially large impact on the rights
and interests of an individual, including data types not legally defined as special
categories of data by the GDPR (e.g., some life-style data such as alcohol
consumption).

e Health data: personal data related to the physical or mental health of an individual
independent of its origin (e.g., from the healthcare context, from research, from
clinical trials, from the data subject directly, from smart devices, etc.). [ref. Art. 4
GDPR] 1 An overview and evaluation of anonymisation techniques can be found in
the former Working Party 29 opinion 05/2014.
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e Genetic data: personal data relating to the inherited or acquired genetic
characteristics of an individual which give unique information about his/her
physiology or health, and which result from an analysis of a biological sample from
the individual in question. [ref. Art. 4(13) GDPR]

e Pseudonymised data: personal data that has been processed in such a manner that it
can no longer be attributed to a specific individual without having access to
additional information (e.g., a key or additional data), which is kept separately.
Pseudonymised data is still considered personal data even if the actor processing the
data does not have access to this additional information. [ref. Art. 4 GDPR]

e Healthcare data: health data on individuals collected in the healthcare context.

e Health research data: health data on individuals collected in the scientific research
context.

e Clinical study data: health data on individuals collected in clinical studies.

e Metadata: a set of data that describes and gives information about other data.
Metadata do not include any data that are processed to produce any results of the
data use such as health or genetic data. Metadata can be personal data where they
contain information on the subject level (e.g., consent decisions of an individual data
subject)

e Data collections: Data collections are data that come from the same collection
context from the same controller(s) and can be characterised with non-personal
metadata. A data collection can e.g. refer to data of a cohort or a public registry.

e Records: Data related to individual data subjects
e Data set: Data that are grouped in a certain context, e.g., for a user’s access.
e Enriched data: data where additional information is added, e.g., annotations

e Derived data: data that have been created by alteration of the original data (e.g.,
through data curation)

Organisational Roles

e Data controller: an entity who determines the purposes and means of the processing
of personal data. A controller may not necessarily have direct access to the data. [ref.
Art. 4(7) GDPR]

e Data processor: an entity who processes personal data on behalf of a controller. [ref.
Art. 4(8) GDPR]

e Joint controllers: two or more entities who together determine the purposes and
means of the processing of personal data and are therefore jointly responsible for
data protection compliance. [Art. 26 GDPR] Responsibilities, rights and obligations
among joint controllers are usually defined by agreement.

e Data custodian: an organisation who collects and uses data and makes initial
decisions on data use, sharing, retention and disposal.

e Data provider: an entity who decides to make data available.
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Data recipient: an entity to whom data is disclosed (receives a physical copy of the
data or merely has access of some kind).

Data user: an individual who analyses or directs the analysis of data with the aim of
deriving a result.

Data host: an entity who stores data, often on behalf of another organisation or
organisations.

Institutional Roles (a single organisation may carry out multiple roles).

e Initial Controller - the institution responsible for the initial data collection /
generation for a primary purpose (e.g., research project and/or healthcare test).

e Data Holder - institution who hosts and maintains data in 1+MG (and is usually also
the Data Provider).

e Data Provider - institution who has the authority to grant or refuse access to data
(and is usually also the Data Holder).

e Permit Authority - a entity given authority by legislation to grant or refuse access to
data (e.g., data held by other organisations)

e Data Requester/User — a user who requests access to data and/or uses data;
Technical infrastructure and services.

e Repository — a service for curating and managing data.

Other

e Secure Processing Environment - a service for remotely analysing and computing on
data.

e Data Access Committee (DAC) - committee hosted by a Data Provider with a mandate
to review access requests according to defined criteria.

e Research Ethics Committee (REC) - Group of individuals who undertake the ethical
review of research protocols involving humans, applying agreed ethical principles.
(World Health Organization, 2009)

Processing

Processing: any operation or set of operations performed on personal data, including
but not limited to collection, storage, analysis, disclosure, or destruction. [ref. Art.
4(2) GDPR]

Cross-border processing: processing by a controller or processor in the EU/EEA that is
carried out in the context of establishments in more than one Member State, or that
affects data subjects in more than one Member State. [ref. Art. 4(23) GDPR]

International transfer: the deliberate step to share personal data with an entity
under a jurisdiction outside the EU/EEA, which can only be done under the GDPR
under certain legal mechanisms.

Data disclosure: to transmit data, disseminate data or otherwise make data available
to someone else (e.g., showing data on a screen), whether intentionally or
unintentionally.

Data access: the ability, right or permission to act on data in a defined location.
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e Data visiting: querying or running algorithms on data and receiving the result without
having direct access to data.

e Data hosting: the storage of data on a stable and accessible platform by one party for
one or more other parties.

e Data analysis: to process the data with the intent to generate knowledge from the
data.

e Data transmission: to physically relocate data.

e Data sharing: to make data available to another individual, organisation, or
community for a defined purpose.

e Data linkage: bringing together data that relate to the same individual from two or
more different sources. This may increase the utility of data (e.g., by revealing new
relationships between factors), but may also increase the risk that the individual is
re-identified.

e Further processing: the processing of personal data for purposes other than those for
which the personal data were initially collected by the controller. [ref. Art. 5(1)(b) and
6(4) GDPR]

e Secondary use: using data for a different purpose than the one that was driving the
collection or generation of the data, whether or not the different purpose was
communicated at the time of collection (e.g., using healthcare data for research
purposes).

e Anonymisation: processing data irreversibly in such a way that they are no longer
likely to lead to the identity of an individual. [ref. Rec. 26 GDPR]

e De-identification: a process of stripping direct and/or indirect identifiers from data in
order to lower the risk the data will lead to the individual’s identity.

Modalities of Data Access

e Open access: access to data free of charge and without restrictions on use and re-use
beyond the possibility to require acknowledgement of authorship [ref. Open Data
Definition].

e Controlled access: a data access model whereby qualified data users apply for data
access based on information provided in an application form and their applications
are reviewed by a data access officer or committee. [ref. GA4GH, Data Privacy and
Security Policy, 2019]

e Registered access: a data access model whereby qualified data users apply for data
access to one dataset or multiple datasets at once by providing details of their
identity for authentication and agreeing to terms and conditions of data use during
the registration process. [ref. GA4GH, Data Privacy and Security Policy, 2019]

e Data Access Committee (“DAC”): a body that evaluates data access requests and
decides, according to defined criteria, who may be granted access to data and for
what purposes.

Purposes of Data Processing within the 1+MG
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e Scientific research application: research undertaken by public or private sector
organisations with the aim to gain knowledge on the aetiology, mechanisms, course,
treatment and prevention of diseases.

e Healthcare application: prevention, diagnosis, or treatment of a disease or health
condition in an individual patient.

e Policy development application: policy development includes health technology
assessment, regulation of medical products and devices, reimbursement strategies,
precision medicine policies, as well as in general the planning, management,
administration and improvement of healthcare systems.

Other

e Consent: the free and informed expression of the will of an individual, or if the
individual lacks capacity to consent, the person’s legally authorised representative.

e GDPR Consent to data processing: the affirmative agreement of a data subject to the
processing of his/her personal data. Consent under the GDPR must generally be
freely-given, specific, informed, and unambiguous. Consent is a legal basis for
processing personal data under the GDPR, and can also legitimate the processing of
special categories of data and/or international transfer. [ref. Art. 4(11) GDPR]

e Consent to research participation: the free and informed consent of an individual to
participate in research as required by good ethical practice and/or law.

e Consent to healthcare intervention: the informed consent of an individual to
undergo a healthcare intervention as required by good ethical practice and/or law.

e Opt-in: permission (e.g., for secondary use of data) that is only valid when actively
provided by the individual. Consent as a legal basis under the GDPR generally requires
an opt-in. e.g., “please check this box if you agree to make your data available for
further research purposes.”

e Opt-out: active rejection of a default permission (e.g., for secondary use of data)
usually accompanied by a reasonable attempt to notify and provide transparent
information to the individual. e.g., “your data will be made available for further
research purposes unless you contact us and refuse”.

e Technical and organisational measures (TOMs): Technical measures relate to
technological aspects like devices and networks and include encryption and
pseudonymisation. Organisational measures are policies and processes including risk
assessments, training, and audits. Parties processing personal data must adopt
appropriate technical and organisational measures to ensure security.

References:

e BBMRI-ERIC, ELSI Glossary (2019).
https://zenodo.org/record/3754255#.XphalcgzaUk

e CODATA, Research Data Management Glossary (2024)
https://codata.org/initiatives/data-science-and-stewardship/rdm-terminology-wg/

e Digital Health Europe, Glossary https://digitalhealtheurope.eu/glossary/

e ELIXIR-Europe, Glossary, Abbreviations, and Acronyms

e https://elixir-europe.org/about-us/glossary
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Workshop

Data management and infrastructure requirements to bring research advances into Health
Systems, outlining challenges and best practices.

Meeting Information
Date & Time: January 23rd, 2024; 14:00 - 16:00 CET
Venue: Virtual

Connection Details:
h ://elixir-europe-org.zoom /8210624 2pwd=bW55MiRmMThiZ1dZbzJITXN Zz09

Aims of the meeting:

e To provide an overview of the mapping activity that highlights the challenges,
barriers, and potential best practices on infrastructural and organisational
requirements necessary for the incorporation and advancement of
personalised prevention in public health systems across Europe.

e Get input on the challenges, barriers, and recommendations from experts
representing the targeted stakeholders, task members, and interested project
members, on the infrastructure and data management requirements.

Background:

The task was to map the relevant EU & national/regional infrastructures that manage
genomic and health/clinical data in Europe and the organisational and structural needs to
integrate Personalized Prevention in the health system. The corresponding report on “Data
management and infrastructure requirements to bring research advances into Health
Systems, outlining challenges and best practices” will specify key requirements to advance
data management, tools for federated data analysis and technical infrastructure to extend
personalised medicine efforts to personalised prevention across public health systems.

Time (CET) Item

14:00 - 14:30 | Welcome - Stefania Boccia, UCSC

Overview of the report on “Data management and infrastructure
requirements to bring research advances into Health Systems, outlining
challenges and best practices” - Arshiya Merchant, ELIXIR
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14:30- 16:00 | Open Discussion - Moderated by Serena Scollen

CET e Infrastructure Requirements

e Challenges

e Corresponding Solutions

e Recommendations & Opportunities to explore

this link

Appendix 4 - List of project outcomes
reviewed

WPS5 Sharing for Health Data

o Milestone 5.1 Report on secondary use of health data through European Case
Studies.

® Summary results: case studies on barriers to cross-border sharing of health data for
secondary use (Milestone 5.1, 5.2)

e Why health is a special case for data governance (Milestone 5.7)

e Potential health data governance mechanisms for European Health Data Space
(Milestone 5.8)

o Milestone 5.4 Description of steps in accessing individual-level data for national and
EU researchers in a selection of centralised systems and decentralised systems

e Options for governance models for the European Health Data Space

e Recommendations for European countries when planning national legislation on
secondary use of health data

e Compilation of perspectives on multi-country data access applications,mutual
recognition and cross-border applications through a workshop approach

o Guidelines document for multi-country data access applications, including mutual
recognition and cross-border applications

WP6 Excellence in Data Quality

o |dentifying those data quality features that could be legally bound and providing
advice to the European Commission

o |dentification of relevant standards and data models for semantic harmonisation
e European Health Data Space Data Quality Framework

e Recommendations to enhance interoperability within HealthData@EU- a framework
for semantic, technical and organisational interoperability
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WP7 Connecting the dots
e TEHDAS identifies user journey for cross-border health data sharing
e TEHDAS consults stakeholders on their expectations for safe use of health data
o TEHDAS suggests minimum technical services for the European health data space
o TEHDAS consults stakeholders on their expectations for safe use of health data
e TEHDAS' analysis on EHDS technical infrastructure
e TEHDAS consults stakeholders on EHDS technical infrastructure

e TEHDAS' proposals for the implementation of EHDS technical infrastructure

WPS8 Citizens
e Individuals favour data sharing and use if benefits are clear
e TEHDAS consultation: people support health data use with solid safeguards

e TEHDAS consultation: Citizens support the secondary use of health data when it
matches their ethical values

WP3 Standards and Quality Guidelines

e Quality metrics for sequencing - Establishment of a salient set of metrics to assess the
quality of an NGS sequencing analysis.

e Documented best practices in sharing and linking phenotypic and genetic data -
Publication of an iterative document on available best practices in sharing and linking
phenotypic and genetic data.

WP4 Technical Infrastructure

® Secure cross-border data access roadmap - A snapshot (v.1) of a dynamic roadmap
document for secure cross-border data access.

e Secure data access demonstrator - Coordinating a demonstrator across existing
initiatives projects for cross-border data access.

Pillar 2: Long-term sustainability

e D2.8 Evaluation of the potential legal frameworks for the infrastructure
e M2.6 Initial set of questions by the use cases

1+MG infrastructure deployment

e D3.1 Node Mapping to Technical Readiness Levels
e DA4.1 Helpdesk Roadmap
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FAIR Data Portal

e D3.1 Landscape analysis of FAIRness levels of health-related data using catalogue
matrix

e D3.2 Guidelines to standardise metadata templates and assessment of FAIRness
maturity levels

e D3.3 Landscape analysis using a health-related data catalogue matrix

Data Hubs

e DA4.1 Recommendations for integration in HealthyCloud, including an analysis of data
hub patterns of governance

e DA4.2 Report on current discoverability solutions and FAIR adoption level

e DA4.3 Report on the usage and auditing data hubs indicators and proposal of an
incentive system

Computational Solutions

e D5.2 Analysis of existing orchestration mechanisms for distributed computational
analyses including a general overview to facilitate new developments

e D5.3 Guidelines to establish sustainable computational infrastructures for the future
HRIC ecosystem

e D5.5 Reference guidelines for the establishment of an ethically sound and legal
compliant health data research ecosystem

FAIR Data Portal
e D6.1 expected users’ interactions
e D6.2 specifications for the FAIR data portal

e D6.3 specifications for data access

Strategic Agenda

e Strategic Agenda for the Health Research and Innovation Cloud

WP1 Data Sources and Standards for Predictions in Personalised
Medicine
e EU-wide mapping report with focus on international databases, collections and
registries
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e EU-wide mapping report on good practice examples for integrating phenotype and
large scale data

® Action plan on the concerted use of domain-specific standards for complex workflows
in personalised medicine and systems medicine

e Computational Models for Clinical Applications in Personalized Medicine—Guidelines

and Recommendations for Data Integration and Model Validation

WP2 Integrative Data Analysis and in silico models in personalised
Medicine

e Towards standardisation guidelines for in silico approaches in personalised medicine
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